specific category of authorized users; then it puts all this information into the licensingmodule. Whenever I desire to read the latest publication, the DocuReader device contacts the content-module and a decrypted copy is sent to my computer. Now I am able to display what I was looking for, but every future access attempts will be denied. In order to get other accesses, I will have to take out a subscription that will enable me to get more displays, or greater usage margins. This is a simple example of how a DRM system works.
The DRM system also presents functionalities that have a direct impact on user privacy 5 . It contains at least one of the following basic functions 6 :
a. content access control;
b. content usage control;
c. content identification, content owners, and general condition of usage;
d. authentication of identification data.
Moreover, for its own particular peculiarities, a DRM system is able to monitor the content fruition and, in case it has been set in that way, it can "sanction" the behaviours that
are not compliant with its rules, for instance disconnecting the access.
Looking through what a DRM can do, a privacy scholar immediately thinks of "profiling" 7 . Personal data of Internet users, consumers of intellectual works, and, more generally, their commercial interests symbolise a real treasure for people working on the Net.
The possibility of monitoring the user activities does not only represent the way to controlmanage his digital content fruition in order to impose -and when it is supposed to be necessary to sanction -the behaviours allowed according to the license that regulates the usage rights; but it becomes also a way to commodify the profile itself: this profile can be used by the profiler to adopt a more effective marketing strategy (maybe through some advertising banners answering user interests) or becomes itself an exchanging good, when the information is sold to a third party. aberrant by the point of view of the dominant social norms or, more plainly, not normally used in public.
The second dimension, "informational" privacy, regards the flow of personal information. More accurately, it relates to the individual control with respect to processing of his personal data. Therefore, it is directly linked to that conceptualization of privacy focused on the control and the regulation of personal data treatment. From the point of view that focuses on the impact of DRM systems, processed data are information regarding the intellectual consumption, acquired by means of the functionalities we saw typifying the technological protection measures.
The third, and certainly most important, dimension of privacy is the "decisional" one:
it concerns the choice, the freedom that must be recognized to every person in order to be able to take a decision without any kind of external conditioning. I wish to focus my attention on
The "decisional" privacy involves the essence itself of human being. The free will, the freedom of self-determination, ultimately the freedom to be a man. There is not law, if there is not free will, if there is not the possibility to choose, even if to be wrong. Therefore, the violation of this dimension straightforwardly affects the "capacity" to be a man. The monitoring activity, the awareness of being spied on, the consciousness that the context around us is unceasingly changing in the light of the profile that other people are designing to us, modify person's behaviour. The famous Panopticon of Bentham was based on this idea 11 :
the radiocentric form of the building and the appropriate architectural and technological contrivances, that enabled a single warden to watch all the prisoners at every moment, without the possibility for these to establish if they were actually controlled or not (this point reminds us dreadfully the monitoring on the Net), gave the inmates the sentiment of an invisible omniscience, influencing their behaviour and persuading them to not violate the rules.
Therefore, the perception of being watched influences, and will influence, our intellectual consumption, in such a way that we probably are not yet able to clearly determine.
Let's go back to the example I was using to better understand the potential consequences of DRM systems with respect to privacy. They allow the profiler to link the information relating to users interests to a certain identity. Now let's put another question to ourselves: where do the log files containing all these information on our queries go to?
In the Google privacy policy we find innocently stated: "We use cookies to improve the quality of our service by storing user preferences and tracking user trends, such as how people search. Most browsers are initially set up to accept cookies, but you can reset your browser to refuse all cookies or to indicate when a cookie is being sent. However, some 16 Google has lately announced the intention to reduce the cookies retention period, initially stated until 2008, to "only" two years starting from the latest user search in its search engine: see "Cookies Expiring Sooner to Improbe Privacy", Official Google Blog, costs, the lack of a unique and clear regulation on this issues (this even more in the US legal system), and the very remunerative potential utilization of information.
The Database of Intentions symbolizes also a very valuable good, a sort of goldmine if we take into account the economic value of information contained, that are a great temptation for many people: national security agencies, hackers, identity thieves, etc.. Just now, the search engine provider are not allowed (or should not be allowed) to sell personal data to third person. Hereafter it does not mean that it is not going to be allowed in the future, they exchange user data with subsidiary companies or other trusted business partners, in order to process this information and to provide services 20 .
However that may be, there is always a third part with respect to data processing that could try to obtain personal data communication from the search engines, through a completely lawful procedure. I am referring to public authorities that could be interested in using log files for national security purposes. Especially after the tragic event of September 11 th , an in progress trend is modifying the way in which citizens consider the State and its tasks, and is gaining force, remarking the traditional role of public security guardian. At the beginning the State was remaining in the background in Internet regulation, but now it is more and more starting again to play a protagonist role, making strategic alliances with ISPs: these person are in possession of very precious information for prevention and contrasting activities against criminality. Then, we talk about "Invisible Handshake" 21 .
